162

Misconnecting for health

Misconnecting for health: (lack of) advice
for professionals on the safe use of
mobile phone technology

Hilary Pinnock, Roger Slack, Aziz Sheikh

Ensuring that good clinical practice keﬂas pace with technological
innovation reguires that safety and medico-legal issues are

identified, an

ing to developments in communi-

cation technology to help meet the
challenge of providing care for the
increasing numbers of people with long-
term conditions.' > Mobile phones, with
high penetration rates (>70% in Europe),
may contribute significantly to this initia-
tive. Diabetes, asthma, hypertension and
coronary heart disease are examples of
common long-term conditions in which
the use of mobile phone-based technol-
ogy may offer potential benefits.> *

Mobile phones, with their increasing
capability for transmitting and receiving
data in various formats (eg, text, audio and
video), have been enthusiastically
embraced by the general population, and
are increasingly being explored as a means
of improving access to care, transmitting
monitoring data and supporting self-man-
agement.” * With utopian zeal, the NHS has
stated that “millions of people with
asthma, diabetes and other long-term
conditions could soon receive text messages
on how to stay fit and healthy”.’

In reality, however, until now, clinical
use of mobile phones has remained the
province of enthusiasts, with practical and
medicolegal concerns inhibiting more
widespread adoption.® This is poised to
change, as increasing public awareness of
the clinical application of mobile technol-
ogies and ready availability of self-monitor-
ing equipment fosters patient demand,
echoing the direction of health service
policy, which aims to increase the effective
use of new technologies.' > Faced with
these two powerful drivers, clinicians will
look to professional organisations for
advice on the safe use of these technologies.

I I ealthcare systems globally are look-

LIMITATIONS OF CURRENT ADVICE
The results of our recent exploration of the
guidance on appropriate use of mobile
technologies available to UK practitioners
from their professional and statutory
bodies highlight a real lack of clear and
coherent policy in this area. We searched
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agreed nationally and internationally

the websites of key UK medical and
nursing professional bodies, defence orga-
nisations and official regulatory bodies,
followed up with personal telephone and/
or email contact to ensure that we had not
overlooked any important documents.
Guidance, where it existed, was extremely
limited in scope and either failed to address
key concerns or did not take into account
the full range of functions of mobile
phones. The UK, with the US, has been
described as having a “leadership role” in
the strategic development of health infor-
mation technology,” so we believe it is
unlikely that more comprehensive gui-
dance will be readily available elsewhere.

In many instances, concerns raised in
other contexts had direct relevance, but
no specific advice addressed the issues
from the perspective of mobile phone
technology. For example, in the context
of email communication, there are clear
recommendations of the need to confirm
that a message has been received and the
importance of archiving electronic mes-
sages,” injunctions that should presum-
ably apply to SMS text messages.

General advice on the limitations of
telephone consultations are clearly rele-
vant,®° although additional issues, such
as misunderstandings because of poor
reception, loss of communication before a
consultation is complete, calls taken
under inappropriate circumstances (eg,
when a patient is in a noisy or public
environment), need to be addressed. In
addition to reduced security, the potential
for a mobile phone to be lost, borrowed or
stolen add to confidentiality concerns.
The dire warning that transmitting data
outside the European Union is “strictly
forbidden” unless the country ensures
adequate data protection,® is unhelpful in
the context of mobile phones.

Available advice concentrates on con-
cerns and barriers, rather than on providing
positive advice on safe use. In response to
advice from the Medicines and Healthcare
products Regulatory Agency that the use of
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a non-medical device (eg, a mobile phone)
in a medical context may not be “safe,
suitable or reliable”, the medicolegal pit-
falls of picture messaging have been
emphasised,"” undermining potential ben-
efits."" More positively, the Royal College of
Nursing has recently issued guidance on
text messaging,'> which provides some
welcome practical advice, although it does
not address the broader policy issues raised
by mobile technology.

THE URGENT NEED FOR NATIONAL
AND INTERNATIONAL POLICIES
Formal licensing of devices that are “safe,
suitable and effective”, practical guidance
on using mobile technology and medicole-
gal parameters for good clinical practice
need to be defined at the national level by
regulatory and professional bodies. Mobile
telephony, however, knows no boundaries,
and an international agreement is required
on the international transfer of data, and
on the status of consultations when the
clinician and patient are in different
countries. The need for clarification is
urgent. Already, a UK clinician may provide
a consultation using a registered patient’s
mobile phone, unaware that the patient is
physically in a country where UK medical
credentials are not recognised and legal
indemnity is invalid.

Healthcare policy currently promotes the
use of mobile communication technology,
which has the potential to enhance the care
of people with long-term conditions, but
which leaves clinicians feeling increasingly
exposed as existing guidance highlights the
pitfalls, rather than provides solutions.
Ensuring that good clinical practice keeps
pace with technological innovation requires
that safety and medicolegal issues are
identified, agreed nationally and interna-
tionally, and solutions to any potential
pitfalls disseminated by professional bodies
so that clinicians feel supported as they
provide care within the context of the
modern communications era.
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